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8@ Principal Backend Engineer at Backbase UK

O . .
M Independent Keycloak expert / consultant / trainer, contributor and SIG member

IETF Contributor
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3. ldentity and Authorization Chaining Across Domains
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OAuth 2.0 for First-Party
Applications



= OAuth 2.0 for First-Party Applications

Why?

Developers want a
better user experience
for first-party apps
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= OAuth 2.0 for First-Party Applications
What is happening today

People are finding workarounds to avoid RFC8252:

e Custom DIY solutions for native apps

e Using Resource Owner Password Grant
o (Unable to add MFA)

e OAuth servers creating proprietary APIs to facilitate direct interaction with native
apps

e Scripting hidden web views to emulate user interaction with the AS

e (Ab)using Authorization Endpoint with programmatic calls and JSON
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OAuth 2.0 for First-Party Applications

Goals

e Reuse existing OAuth building blocks as much as possible
e Mirror the web authorization code flow, defining how the client starts and ends the

flow
o Leave the specifics of the user authentication out of the core framework

e Specifics of user authentication can be proprietary to an AS as they are today, or

can be defined as extensions
o Especially if based on standards like FIDO
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= OAuth 2.0 for First-Party Applications

OAuth 2.0 for First-Party Applications
draft-parecki-oauth-first-party-apps-02
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OAuth 2.0 for First-Party Applications
Authorization Challenge Endpoint

e New endpoint

o Accepts parameters that would have been included in the query string to the
authorization endpoint

m including any extensions such as Resource Indicators, OpenlD Connect, JAR,
etc

e Accepts POST from client to start and continue an authorization

o The AS defines what the client sends in the requests and defines its own error
responses

e Response is an authorization code, error, or redirect

o The AS may want to interact with the user directly, e.g. based on risk assessment,

new authentication method not implemented in the app, or exceptions like
account recovery
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OAuth 2.0 for First-Party Applications
Authorization Challenge Endpoint

Why a new endpoint?

Existing authorization endpoint is never interacted with by the OAuth client

today, only by the browser

t expects to receive requests from a User Agent, and return HTML

~eedback has indicated people are unwilling to modify their existing authorization
endpoint to accept a direct POST from a client and return JSON

o CORS at Authorization Endpoint is prohibited by Security BCP
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OAuth 2.0 for First-Party Applications

The Protocol

POST /as/challenge HTTP/1.1
Content-Type: application/x-www—-form-urlencoded

vV V V V

login_hint=%2B1-310-123-4567&scope=profile&client_id=bbl16c14c73415

HTTP/1.1 400 Bad Request
Content-Type: application/json

{

"error": "insufficient_authorization"

}

A N N N AN

HTTP/1.1 200 OK
Content-Type: application/json
Cache-Control: no-store

{
"authorization_code": "uY29tL2F1dGhlbnRpY"

}

A N N N N AN
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= OAuth 2.0 for First-Party Applications

The Keycloak perspective

e Prototype exists (thanks Martin Besozzi)
e Challenge endpoint
o Moving more code to base class
o Token Endpoint not affected
e [he Back-and-Forth
e Native equivalents for the built-in flows
e Backward compatibility with existing authenticators
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Transaction Tokens

Welcome to the Zero Trust World

QLY
End-User

G S

v
)
)

Authorization Server

.

- [
Q APl Gateway

® &

-

.

e Internal calls only as a result of external call
e No spurious calls between workloads

~

Service B

|
=

DB

K/

Service A

=

()
oY

>w

Service C

Backbase |



= Transaction Tokens

The Naive Approach: Access Token Propagation
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Transaction Tokens

A Better Approach: Transaction Token Service
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Transaction Tokens

The Document
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Transaction Tokens
draft-ietf-oauth-transaction-tokens-03
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= Transaction Tokens

Features

e Joken internal to a given trust boundary

e Maintains the immutable context of a Transaction

o Subject

o Context

o Authorization Detalls

Shared across multiple workloads

Allows for “down-scoping” a transaction at the edge

Supports finer-grained authorization

Built on top of OAuth 2.0 (RFC 6749), Token Exchange (RFC 8693) and JSON Web Token (RFC 7519)
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Transaction Tokens
The Token

Example: transaction token body

{
"1at": "1686536226000",
"aud": "trust-domain.example",
"exp": "1686536526000",
"txn": "97053963-771d-49cc-a4e3-20aad399c312",
"sub": "d084sdrt234fsaw34tr23t",
"retx": {
"req_1ip": "69.151.72.123", // env context of external call
"authn": "urn:ietf:rfc:6749", // env context of the external call
"req_wl'": "apigateway.trust-domain.example" // the internal entity that requested the Txn-Token
s
"purp" "trade.stocks",
"azd": {
"action": "BUY", // parameter of external call
"ticker": "MSFT", // parameter of external call
"quantity": "100", // parameter of external call
"user_Llevel": "vip" // computed value not present in external call
}
}
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= Transaction Tokens

The Protocol

Basic Flow: Obtaining transaction token

V V V V V V V V V V V

AN N N N N N AN N AN

POST /txn-token-service/token_endpoint HTTP 1.1
Host: txn-token-service.trust-domain.example
Content-Type: application/x-www-form-urlencoded

grant_type=urn:ietf:params:oauth:grant-type:token-exchange
&requested_token_type=urn:ietf:params:oauth:token-type:txn_token
&audience=http://trust-domain.example
&scope=finance.watchlist.add
&subject_token=eyJhbGci0iJFUzI1INiIsImtpZC. . .kdXjwhw
&subject_token_type=urn:ietf:params:oauth:token-type:access_token
&request_context=eyAiaXBfYWRkcmVzcyI6ICIX...jEXxIiB9

HTTP/1.1 200 OK
Content-Type: application/json
Cache-Control: no-cache, no-store

{
"token_type": "N_A",
"issued_token_type": "urn:ieft:params:oauth:token-type:txn_token"
"access_token": "eyJCI6IjllciJ9...Qedwbrx"

}
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= Transaction Tokens
The Use

Example: transaction token use

>
>
>

GET /workload/api/foo HTTP 1.1
Host: workload-a.trust-domain.example
Txn-Token: eyJCI6Ijllcil9o...Qedw6rx

HTTP/1.1 200 OK
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Transaction Tokens

The Keycloak perspective

Presentation: “Securing Workloads with Transaction Tokens and Minicloak” @ Open Source Summit 2024
Keycloak TTS: https://github.com/dteleguin/keycloak-tts

Keycloak TTS Demo: https://github.com/dteleguin/tts-demo

e [oken Exchange

o ["4Custom Token Exchange Provider
o Relax client_id requirement
o Promote to stable

e 7 SPIFFE/WIMSE integration - obtaining WL ID
e 7 Trusted Party
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OAuth Ildentity and Authorization Chaining Across Domains

Why ldentity Chaining Across Trust Domains

Trust Domain 1

Trust Domain 2

Authorization
Server
Domain 1

Client

Authorization
Server
Domain 2

Gateway

2 4

Image Courtesy Justin Richer (justin@bspk.io)
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OAuth Ildentity and Authorization Chaining Across Domains

Getting an Authorization Grant for another Trust Domain

Client in Domain 1 exchanges a token with the AS in

Trust Domain 1 to get an authorization grant for the AS in
Trust Domain 2

Client use the authorization grant with the AS in
Trust Domain 2 to get an access token

Client presents the access token to
the Resource server in Trust Domain 2

Token Exchange
(RFC 8693)

Assertion
Framework
(RFC7521)
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OAuth Ildentity and Authorization Chaining Across Domains

OAuth Identity and Authorization Chaining Across Domains
draft-ietf-oauth-identity-chaining-02
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OAuth Ildentity and Authorization Chaining Across Domains

The Protocol: token exchange request & response

V V V V V V V V
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POST /auth/token HTTP/1.1
Host: as.a.org
Content-Type: application/x-www-form-urlencoded

grant_type=urn:ietf:params:oauth:grant-type:token-exchange
&resource=https://as.b.org/auth

&subject_token=ey...
&subject_token_type=urn:ietf:params:oauth:token-type:access_token

HTTP/1.1 200 OK

Content-Type: application/json

Cache-Control: no-cache, no-store

{
"access_token":"eyJhbGci01JIUzIINTIsINR5cCI6IkpXVCI9.eyJpc3MiOido
dHRwczovL2FzLmEub3JInL2F1dGgiLCJ1leHAT10jE20TUyODQWOTISImLhdCIGMTY5N
TI4NzY5Miwic3ViIjoiam9ob19kb2VAYS5vemcilLCIhdWQi0iJodHRwczovL2FzLm
Tub3JnL2F1dGgifQ.304Pv9e6PnzcQPzz14z-k2ZyZvDtP5WIRKYPScwdHW4",
"token_type":"N_A",
"issued_token_type":"urn:ietf:params:oauth:token-type:jwt",
"expires_in":60

}
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OAuth Ildentity and Authorization Chaining Across Domains

The Protocol: assertion request & response

AN N N N N N NN

POST /auth/token HTTP/1.1
Host: as.b.org
Content-Type: application/x-www-form-urlencoded

grant_type=urn:ietf:params:oauth:grant-type:jwt-bearer

&assertion=ey...

HTTP/1.1 200 OK
Content-Type: application/json

< Cache-Control: no-cache, no-store

{
"access_token":"eyJhbGci01JIUzIINTIsSINR5cCI6IkpXVCI9.eyJpc3MiOido

dHRwczovL2FzLmIub3JInL2F1dGgiLCJ1leHAT10jE20TUyODQWOTISImLhdCIGMTY5N
TI4ANzY5Miwic3ViIjoiam9obi5kb2UuMTIzIiwiYXVkIjoiaHROcCHMG6LY91Lm9yZy
9hcGkifQ.CIBuvesreSnj9in5T8f7gluB61Q1l8btJiROIXv50edg",
"token_type":"Bearer",

"expires_in":60
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= OAuth ldentity and Authorization Chaining Across Domains

The Keycloak perspective

e Source:

o (4 Custom Token Exchange Provider
e J[arget:

o @ JWT Assertion Grant (#24509)
e 7 Trusted Party
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Trusted Party

|dentity Provider
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= Client ID Metadata Document

Static/dynamic client registration

POST /as/authorize HTTP/1.1
Content-Type: application/x-www—-form-urlencoded

redirect_uri=...&response_mode=...&client_id=bb16c14c73415
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Client ID Metadata Document

Automatic client registration

POST /as/authorize HTTP/1.1
Content-Type: application/x-www—-form-urlencoded

redirect_uri=...&response_mode=...&client_id=https://app.example/id

GET https://app.example/id HTTP/1.1
Content-Type: application/json

{
"client_id": "https://app.example/id",
"client_name": "Solid Application Name",
"redirect_uris": ["https://app.example/callback"],
"post_logout_redirect_uris": ["https://app.example/logout"],
"client_uri": "https://app.example/",
"logo_uri" : "https://app.example/logo.png",
"tos_uri" : "https://app.example/tos.html",
"scope" : "openid profile offline_access webid",
"grant_types" : ["refresh_token","authorization_code"],
"response_types" : ["code'"],
"default_max_age'" : 3600,
"require_auth_time" : true
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= Client ID Metadata Document

Automatic client registration

Used by:

OpenlD Federation
Solid-0OIDC
IndieAuth
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Client ID Metadata Document

OAuth Client ID Metadata Document
draft-parecki-oauth-client-id-metadata-document-01
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= Client ID Metadata Document

The Keycloak perspective

e 7 Client Policy

"4l PreAuthorization

e Metadata retrieval and caching
o Overlap with Trusted Party
o 2 Document storage
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