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IKAS: Al meets Identity

Managing Keycloak with Natural Language via MCP using Intelligent Keycloak
Admin System (IKAS)
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A little bit about us

Vishwang Dave

* Technology Lead and Senior * Data Scientist and Al engineer
Solution Architect @Adorsys @ Adorsys
* Enthusiastic about software and * D&D aficionado with a penchant

adrenaline alike for storytelling with Data
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2 Architectural Overview

3 Keycloak + MCP development
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Model Context Protocol: USB-C for Al

® Open standard for
connecting Al models to

MCP Protocol——» MCP Server A Local
external tools and data // Data Saurce A

Your Computer

sources
Host with MCP Client

(Claude, IDEs, Tools)

«—MCP Protocol——»

MCP Server B <«—Web APIs

o

" JSON-RPC protocol
enabling secure, type-
safe Al-to-system
communication
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MCP Request/Response Flow

Host Client Server

Initialize client

¥

Initialize session with capabilities
Respond with supported capabilities

Active Session with Megotiated Features

loop [Client Requests]

User- or model-initiated action

>
Request (tools/resources)
Respanse
PP D eeeeeeeimenen]
Update Ul or respond to model
loop [3erver Requests]
" Request {sampling)
Forward to Al
Al response
.............................................. »l
Response
___________________________________________________ »
loop [Hotifications]
Resource updates
K
Status changes
.................................................... »
Terminate N
End session
Host Client Server
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LLM discovers available tools via
list_tools request

LLM executes functions via call_tool
with validated parameters

Server returns structured JSSON
responses with type safety

Works with Claude Desktop, OpenAl
APIs, custom Al applications
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IKAS deep-dive



Architecture overview: IKAS

IKAS - Intelligent Keycloak Admin System

Al-Powered Keycloak Administration with MCP Integration & Secure Interface

User Interaction Layer

. Voice Commands Web Dashboard Compliance
German NLP Next.js Frontend Analysis Interface
FE‘ "Hey Keycloak" Real-time Ul Visual Reports
Keycloak Admin

Voice Commands

[ I

Al Intelligence & Orchestration Layer

Al Gateway
Express.js/TypeScript
Port: 8005

Google Gemini Intelligent Router WebSocket Server
LLM Orchestration MCP Selection Socket.io/TypeScript
Function Calling Context Analysis Port: 3001

MCP Protocol

MCP (Model Context Protocol) Services Layer

v

Keycloak MCP Neodj MCP Keycloak Security
TypeScript Service Python Service Interface & IAM Gateway
Port: 8001 Port: 8002 Authentication Layer

Secure Gateway

Data & Infrastructure Layer

Keycloak Server Neodj Database ? Redis Cache PostgreSQL

Identity Provider Knowledge Graph Pub/Sub Messaging Keycloak Backend
Port: 8080 Port: 7474/7687 Port: 6379 Port: 5432
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Flow Diagram for IKAS

IKAS Request Flow - From Voice Command to Keycloak Response

Example: "Hey Keycloak, zeige alle Benutzer" —+ User List with Compliance Analysis

(il Voice — Text Socket.io (Port 3001) Express.js (Port 8005) Intent Analysi Function Call Strategy Dashboard Update

Web Speech API el N . 4 . i
erman Language Processing Event: voice:command Enhanced Logging System Tool Selection Logic Voice Synthesis (TTS)

" # Voice I"p!"t ° =) WebSocket Server ° w Al Gateway ° Google Gemini LLM B User Interface Response
gy et AR AR Real-time Communication Intent Processing Intent Understanding Visual + Audio Output
Real-time Event
G

MCP Protocol

MCP Services Layer

MCP Protocol
v v

& Keycloak MCP Server @ '(',J'ra':ﬁ":; Qfﬁi':ss%';g ¥ Keycloak IAM Gateway ° LLM Response Generation
User Management Tools Tools: read_cypher. Security & Authentication Response Processing Natural Language Output Ul Update

Tools: list-users, create-user write_cypher OAuth2/0IDC Protocol German Text Generation
Port: 8001 (TypeScript) Port: 8002 (Python) Admin AP| Access Control Structured Data Formatting
A
Admin AP| Cypher Queries
Data Sources
& Keycloak Server & Neodj Database
Identity Provider Knowledge Graph

User Data & Policies Relationship Analysis

Admin REST API (Port 8080) Cypher Queries (Port 7687)
IAM Gateway
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Possible Use Cases

Secure connection of
Securely Managed Keycloak with current
Compliance analysis Intelligent MCP server Al system

Enterprise

MCP Tool
Authorization

LLM
Integration:

GDPR Data Subject Lo ' Development Toolchain ChatOps for Identity
Policy Drift Detection Integration Management

Audit Trail Analysis Automates tedious Zero Unauthorized Centralized MCP Business Intelligence Automated Security
y quarterly access reviews Tools Governance Dashboards Response
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Questions?
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adorsys.com

info@adorsys.com

classified | public


mailto:info@adorsys.com
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