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● Observability is the ability to understand the internal state or condition of a 

system based on knowledge of its external outputs (specifically its telemetry)

=> Observability means being able to monitor, trace, and understand what 

Keycloak is doing in real-time  

● Keycloak emits telemetry data about its behavior, performance and 

interactions with other systems

Observability



What Keycloak exposes?

Logs Metrics Traces



Observability guides www.keycloak.org 

http://www.keycloak.org


Logs



● Logs are records of events happening in a system
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● Logs are records of events happening in a system

● Keycloak exports logs to different sources (console, file, syslog)

● Can be exported as JSON (also Elastic Common Schema support)

● Asynchronous logging support for higher throughput and lower latency

     Logs
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● Metrics are quantitative measurements that track the behavior and 

performance of an application

● Keycloak gathers various metrics 

● Keycloak uses Micrometer to expose metrics

on the /metrics endpoint

● Endpoint /metrics lives on the management port

(port 9000)

     Metrics



     Metrics - response



● The response from the metrics endpoint uses application/openmetrics-text 
content type

     Metrics - response



     Metrics - components



● Metrics backend (e.g. Prometheus) scrapes metrics from the /metrics endpoint
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● Metrics backend (e.g. Prometheus) scrapes metrics from the /metrics endpoint

● Metrics backend collects, stores, and provides querying on your metrics

● Metrics can be visualized in a visualization platform (e.g. Grafana) and provide 

some meaningful representation in form of dashboards 

     Metrics - components
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● Keycloak provides its own Grafana dashboards for troubleshooting and 

capacity planning
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● Keycloak provides its own Grafana dashboards for troubleshooting and 

capacity planning

● Troubleshooting - contains information about deployment status with graphs 

for JVM, DB, HTTP, JDBC caching + basic SLOs

● Capacity planning - useful when estimating the load handled by a Keycloak 

deployment

     Metrics - Keycloak dashboards

https://www.keycloak.org/observability/grafana-dashboards
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=> A measurement of how well a service is performing
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=> A measurement of how well a service is performing

  Latency      Error rate       
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=> A measurement of how well a service is performing

  Latency      Error rate Throughput        
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=> A measurement of how well a service is performing

  Latency      Error rate Throughput        Uptime
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=> A target for that measurement (SLI)
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=> A target for that measurement (SLI)

     Metrics - SLO (Service Level Objective)

“99% requests 
complete under 300ms 
within 30 days”

“99.9% requests 
succeed per year”

“Handles 500req/s 
95% of the time 
within a month”

“Available 99.99% of 
the time per month”



● SLI/SLO concepts help to set expectations with stakeholders and service 

owners
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● SLI/SLO concepts help to set expectations with stakeholders and service 

owners

● Enable meaningful alerting by focusing on user impact instead of raw metrics

● Keycloak Grafana dashboards contain graphs for some fundamental SLOs

● Monitoring performance with SLI guide

     Metrics - SLI/SLO

https://www.keycloak.org/observability/keycloak-service-level-indicators


Traces



● Trace = path of a request through the system
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● Trace = path of a request through the system

● Benefits:

○ Find performance bottlenecks

○ Understand system behavior

○ Diagnose and troubleshooting

○ Real-time monitoring

     Traces
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     Traces - Sampling



● You do not always need 100% of your traces
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● You do not always need 100% of your traces

● Storing all traces = check your huge bill for data storing + performance

● Ratio-based sampler is the default

● i.e. You might store only 10% of all traces 

Keycloak Guide: Root cause analysis with tracing

     Traces - Sampling

https://www.keycloak.org/observability/tracing


What’s new?
Keycloak 26.3/26.4



● MDC (Mapped Diagnostic Context) (26.4) - add additional context 
information to log records

● HTTP Access Logs (26.4) - record details of incoming HTTP requests
● Asynchronous logging (26.3) - handle log records in a separate thread
● OpenTelemetry Logs (26.4?) - send logs to OTel Collector

     Logs - news

https://www.keycloak.org/nightly/server/logging#_adding_context_for_log_messages
https://www.keycloak.org/nightly/server/logging#_http_access_logging
https://www.keycloak.org/nightly/server/logging#_asynchronous_logging


     Metrics - news

● OpenTelemetry Metrics (26.4?) - will be probably achieved via the Micrometer 

to OpenTelemetry bridge Quarkus extension 

● Updated guides on www.keycloak.org 

http://www.keycloak.org


● Polishing and bug fixes

● Trace JGroups communication (embedded caches) (26.4)

     Traces - news

https://github.com/keycloak/keycloak/issues/39658


● Admin console shows 

health status of 

caches

     Caches health
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● Initiative to support OpenTelemetry (OTel) for Logs, Metrics, and Traces

● Telemetry data are sent to a single place - OTel Collector

● Unified standard for instrumenting, generating, and exporting telemetry

● Probably some new Keycloak options to share configuration of the collector

● Preview support for Logs and Metrics hopefully in 26.4

           support



Architecture without OTel

Promtail Loki

Prometheus

Traces

Metrics

Logs



Architecture without OTel

Promtail Loki

Prometheus

Traces

Metrics

Logs

Poll Metrics

Additional Log 
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Architecture with OTel

Loki

Prometheus

Traces

Metrics

Logs

OTLP

OpenTelemetry 
Collector

Push Metrics

Push logs

Single config on 
Keycloak side



Demo



Deployed Architecture

Promtail Loki

Prometheus

Traces

Metrics

Logs



Backup video

https://drive.google.com/file/d/1KYEfc2gTcZzC25p9ECs307ZJmc2wUlHR/view?usp=sharing
https://docs.google.com/file/d/16zc4GKXl1xw1XrEj0el9p80S65mEYwT-/preview


Stay in touch

Martin Bartoš

mabartos@ibm.com
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Credits

● Diagrams: Keycloak contributors
● Icons: https://www.flaticon.com/


